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FROM THE PRESIDENT
AND VICE-CHANCELLOR

UNSW is proud of its contribution to Australia’s security
through its enduring and evolving relationship with the
Australian Defence Force and defence industries.

We have worked with our defence forces over the last 50
years and responded to their changing needs.

When our first students enrolled at the Australian Defence
Force Academy in 1968, Australia was in the middle of

its involvement in the Vietnam War — a time when field
telephones and paper maps were still being used.

Today’s servicemen and women operate in a very different
era, and they rely on partners to equip them — physically
and intellectually — to meet the demands of a constantly
changing, high-tech defence environment.

Working across both our Sydney and Canberra campuses
the UNSW Defence Research Institute will add a critical
dimension to preparing our defence forces across areas as
diverse as public sector management and conflict studies;
cyber security; space; systems engineering; and logistics.

This Defence Capability Portfolio showcases UNSW
excellence in defence research and technology and
highlights our work across academia, government and
industry, as well as with global policy makers, to create a
hub of defence-related knowledge. Our vision is to translate
this knowledge into impact which can transform Australian
and global societies.

As with so much of the work we are doing at UNSW,
collaboration and partnership is key to the success of
this venture.

We enjoy close, productive ties with the State and
Commonwealth governments. On the industry side we also
have extensive engagement with companies like Thales,
Raytheon, Northrop Grumman, Lockheed Martin, BAE
Systems, Boeing and Naval.

It just makes good sense to centralise experience and
knowledge and foster collaboration, from across the country
and across sectors, if we are to achieve the best outcomes
for the communities we serve. And that is a central pillar of
our institution’s mission.

We look forward to strengthening existing partnerships and
forming new ones in pursuit of this mission.

o

Professor lan Jacobs
President and Vice-Chancellor, UNSW



FROM THE DEPUTY VICE-
CHANCELLOR ENTERPRISE

The UNSW Division of Enterprise is responsible for
facilitating engagement between our academics

and partners across government, industry and the
defence community. In the last five years we have
undertaken close to 100 projects with the Department
of Defence through the Defence Science Technology
Group, valued at over $16m. This incorporates a

vast range of capability and technology across the
majority of our faculties including UNSW Canberra,
Engineering, Science and Medicine. We engage in all
of the eleven key science and technology capability
areas identified by DST Group.

UNSW is committed to engaging with our partners
to deliver social progress and economic prosperity,
generating impact, mutual benefit and value. In
support of this mission, through collaboration and
innovation the Division of Enterprise aims to bring
together the greatest minds within global industry,
policy, academia and our community and build a
culture of knowledge exchange.

UNSW is known to host Australia’s most
comprehensive entrepreneurship program and our
dedication to establishing the critical elements of an
innovation ecosystem underpins the development and
potential impact of our on-campus precincts in future
industries, health and clinical translation.

We are the only national academic institution with
an integrated defence focus centred around our
Defence Research Institute. We have state-of-
the-art research infrastructure and expertise in
defence research areas such as cyber security,
space, systems engineering, artificial intelligence,
logistics, hypersonics, defence related public sector
management and conflict studies. In collaboration
with our local and international partners, we have a
critical role to play in translating world-class defence
and national security research into transformational
solutions with enduring impact.

With the release of this Capability Portfolio we invite
our partners, both prospective and current from
industry, government and the community, to explore
just some of the expertise on offerand look forward to
exploring opportunities for collaboration, innovation
and impact.

-

Professor Brian Boyle
Deputy Vice-Chancellor, Enterprise, UNSW
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Autonomous Field Vehicles

Mare information

Associate Professor Jay Katupitiya
School of Mechanical and Manufacturing Engineering

T: +61 (0) 2 9385 4096 | E: j.katupitiya@unsw.edu.au

Persistent autonomous operation of commercial-grade field
vehicles such as agricultural tractors, bulldozers and other
mining vehicles, military vehicles and civil construction vehicles.

Competitive advantage

Patented autonomous vehicle systems technology, which allows vehicles to

operate without drivers, increasing productivity and reducing operational costs

» The technology is fully tested and commercial ready

» The machines are highly intelligent and backed by sophisticated multi-sensor
data fusion, advanced image processing, and complex non-linear vehicle
guidance algorithms

Impact
» Lower cost transport, agricultural and mining operations
« Vehicle operations in high risk environments. e.g |[ED countermeasures

Successful applications

» Developed and built high precision autonomously-guided construction
machinery for Makinex

+ Converted Komatsu D65-EX bulldozer to a full autonomous bulldozer in
partnership with Komatsu

» Completely developed and patented a sophisticated high-precision broad
acre planter for Grains Research and Development Corporation (GRDC)

Capabilities and facilities

» Multi-sensor ground-based and airborne precision 3D terrain
mapping systems

» Advanced image processing algorithms for image enhancement

» Advanced and robust vehicle guidance algorithms for all types of drive and
steer systems

+ Sophisticated data compression and data fusion algorithms



Travel Choice
Simulation Laboratory

Mare information

Professor Vinayak Dixit
Research Centre for Integrated Transport Innovation (rCITI)
T: +61 (0) 2 9385 5721 | E: v.dixitQunsw.edu.au

Professor Michael Regan
Research Centre for Integrated Transport Innovation (rCITI)
T: +61 (0) 2 9385 9504 | E: m.regan@unsw.edu.au

A unique laboratory that aims to investigate the travel choice
behaviour of car drivers. It is the world’s first laboratory in which
multiple human drivers are able to drive around and interact in a
single, virtual world.

Competitive advantage

* Pioneering work to study individual and group behaviour, and interactions
with autonomous systems and data

« Interdisciplinary collaboration with world-leading researchers in travel
choice, econometrics, experimental economics, simulation and transport
network analysis

» The laboratory is portable, which brings significant potential for international
collaboration and allows experiments to be conducted anywhere there is a
high-speed internet connection

Impact
» Working towards safer, more efficient road transport systems

Successful applications

» Understand driver choices in autonomous vehicles (Insurer)

» Address the human factors critical to the successful deployment of
automated vehicles (Australian Research Council linkage with government
agencies, insurance companies and university partners)

Capabilities and facilities

 Eye-tracking and psycho-physiological monitoring equipment

« Five driving simulators and one bicycle simulator, all interconnected and able
to interact with driving simulators at a partner university

« Fully instrumented vehicle that can be controlled remotely

Our partners

» Google

« United States Department of Transportation
» Government of India

» Defence Science and Technology

*» AustRoads



Trusted Autonomy

Mare information

Associate Professor Matt Garratt
Deputy Head of School (Research)
School of Engineering and Information Technology

T: +61 (0) 2 6268 8267 | E: m.garratt@unsw.edu.au

Trusted autonomy is a game-changing area of defence research
centred on understanding and engineering the interaction space
between humans and machines.

Competitive advantage

» Unique combination of skills covering robotics, Al, simulation and ethics
» Long-standing and deep ties with Defence

« Outstanding facilities for simulation and robotics

* Focus on trusted human-autonomy teaming

Impact

» More effective solutions to technological challenges including the
deployment of autonomous vehicles, activities at the human-machine
interface, high-fidelity military simulations and multi-robot operations in
unknown and complex environments

» More agile and accurate decision-making cycles

Successful applications

» Swarm-based machine learning with knowledge sharing

» Demonstration of learning-to-fly from scratch on real unmanned aerial
vehicles (UAVs) using neural networks and evolutionary fuzzy systems

» Demonstration of visual flight control of UAVs for flight in cluttered areas and
landing on moving platforms

» Development of human performance surrogates for high-fidelity
military simulations

« Hierarchical deep learning algorithms for robot control

Capabilities and facilities

» Large indoor UGV/UAV flight area and VICON motion capture system
« Distributed simulation laboratory

« Virtual environment and simulation laboratory

» EEG equipment for monitoring human cognitive state

Our partners

« Australian Army

» The Commonwealth Scientific and Industrial Research Organisation (CSIRO)
» Department of Defence Science and Technology (DST)

« Air Force Office of Scientific Research

* US Army

+ Indonesian Institute of Sciences



Technology to enable trusted inter-operation between humans

Trusted AI_Enabled Shepherdi.ng and swarms of autonomous systems and platforms. Shepherding

is the ability to guide, influence or reshape a group of

Of Hum an_Swarm Teams autonomous systems towards a goal with optimised efforts to the

F shepherd and the group.
» Enable commanders to take responsibility of large (semi-) autonomous

Competitive advantage
* A unique fully-distributed human-swarm and swarm-on-swarm systems exist
heterogeneous swarms in a trusted, verifiable, and accountable manner
- g » CPU and power efficient, highly smart Al-enabled swarm systems
, - » Autonomous real-time management of the human-swarm relationship
« Scalability of human-swarm logic
r « Transparent, explainable, and adaptive swarm control-logic
¥

—

Impact

that can scale arbitrarily to any size with minimum complexity. This technology

achieves this in a structured, verifiable, trustworthy and scalable manner

» Multidisciplinary team with the capacity and facilities to prototype concepts
theoretically, through simulation and on real-platforms

» Trusted human-swarm operations

Successful applications

» Autonomous coordination policies in ground-air unmanned systems interaction

« Autonomous learning, reasoning and decision-making in dynamic

heterogeneous swarm environments

» Novel architectures to enable efficient, low-CPU, and highly smart Al-
enabled swarm systems

» Distributed contextual awareness for multi-agent systems and its application

to military land vehicles

Capabilities and facilities

* Indoor Unmanned Aerial Vehicle (UAV) testing facilities

+ High-fidelity simulation environments including air traffic management and
modelling of uninhabited all-domains vehicles (UxVs)

* A variety of unmanned ground and air vehicles

Maore information Our partners

Professor Hussein Abbass + Defence Science and Technology (DST)
School of Engineering and Information Technology » US Office of Naval Research
» US Air Force Office of Scientific Research
T: +61 (0) 2 6268 8158 | E: h.abbass@adfa.edu.au » US Army International Technology Center Pacific (ITC-PAC)
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Intelligent Human-Machine
Cooperation

Mare information

Dr Lina Yao
School of Computer Science and Engineering

T: +61 (0) 2 9385 5665 | E: lina.yao@unsw.edu.au

Developing interpretable data mining, machine learning and deep
learning algorithms—as well as designing systems and interfaces —
to enable novel ways of human-machine interactions, including an
improved understanding of challenges such as trust, explainability
and resilience that improve human-autonomy partnership.

Competitive advantage

A deep understanding of:

* Human behaviour analysis from heterogeneous digital footprints

» Anomaly detection: identifying rare or unusual events or observations

« Information filtering: teaching machines how to proactively discover an item
of interest and making computers aware of situations to assist humans to
make better decisions

+» Brain-computer interface: building a direct communication pathway
between the human brain and an external device in the outside world

Impact

» Advanced algorithms for improved automation and better support for human-
autonomy partnership

» Advanced data analysis for improved collaborative reasoning and decision-
making process

Successful applications

« Trust-aware distributed Al autonomy

« Context-aware intent prediction for human-autonomy cooperation

» Improving resilience of autonomous cyber defence systems with self-healing
» Opinion fraud detection

* Thing-of-interest recommendation in the Internet of Things

* Human abnormal activity detection

» Mining Internet of Things intelligence

Capabilities and facilities
» GPU-accelerated Data Analytical Platform
» More information

Our partners

» Data61

» US Navy Office of Naval Research

» Department of Defence, Science and Technology (DST)
+ Data to Decisions Cooperative Research Centre (CRC)



Value-Sensitive Design

Mare information

Dr Jai Galliott
Values in Defence & Security Technology Group

T: +61 (0)424 043 247 | E: j.galliott@unsw.edu.au

Design is a value-driven activity, although the ethical, legal

and social values often remain implicit and unarticulated. We
specialise in teasing out these values with a unique methodology
to build robot/Al, cyber and human enhancement systems that
are more effective, efficient and better accepted by users, clients
and the pubilic.

Competitive advantage

« Australia’s first and only team dedicated to inserting specific organisational
values into emerging military and security products or services with the aim
of enhancing outcomes and user experience

 Expertise influencing the regulation of emerging technologies at the national
and international level, including United Nations regulatory efforts

» Demonstrated experience positively managing the media’s coverage of
specific technologies

* A unique value-sensitive design method proven to yield better design
outcomes than non-value sensitive processes

Impact

* Prevent technology from being misused, underutilised or disused

* Provision of enhanced understanding of user requirements in the capability
development lifecycle

* Better alignment of technology with societal values, limiting negative PR

Successful applications

« Currently conducting a $1 million study of the ethical and legal implications
of the US DoD’s development of drones

« Delivering a multi-million-dollar long-term program for an Australian
Defence partner embedding ethics and law into the design of future
autonomous weapons

Capabilities and facilities

» An interdisciplinary and international team of ethicists, lawyers, sociologists,
cognitive scientists and engineers, many with active security clearances

« Access to cutting-edge tools — social robotics, small aerial imagery drones

Our partners
» The Australian and US Departments of Defence



DIGITAL, QUANTUM
AND CYBER




Maodel Checking Knowledge
(MCK) in Distributed and
Multi-Agent Systems

Mare information

Professor Ron van der Meyden
School of Computer Science and Engineering

T: +61 (0) 2 9385 6922 | E: meyden@cse.unsw.edu.au

Model checking methodology automates the verification
of computer software and hardware designs, based on
algorithms that enable complete analysis of all possible
behaviours of a system. Standard model checkers

only consider how a system state evolves; whilst MCK
model checker analyses how the knowledge of system
components evolve over time.

Competitive advantage
The MCK model checker is one of only a few comparable systems
internationally, and unique in the range of semantics-of-knowledge and model
checking algorithms that it supports. It features:
» Observational, clock and perfect recall semantics of knowledge
(subjective) probabilistic knowledge specifications
* Binary decision diagram based and bounded model checking
algorithms, and
« Synthesis of implementations of knowledge-based programs

Demonstrated applicability of the technology to a range of applications,
including detecting non-optimal use of information in computer hardware
designs, analysis of computer security protocols, and verification of
pursuit-evasion scenarios.

Impact
« Improved software reliability and security

Successful applications

» Model Checking Knowledge and Probability, Defence R&D Canada

« Security Protocol Optimization and Verification by Epistemic Model
Checking, US Air Force AOARD grant

* Independence-based Optimization of Epistemic Model Checking, US Air
Force AOARD grant

Our partners
» The MCK model checker has been licensed to Rationative Systems Inc.



A leading capability in the development of Internet of

Networked SlJStemS and f Things (loT) technologies over the past decade with long-
Security Research Group

lasting collaborations with a number of industry partners.

Competitive advantage

 Holistic approach that encompasses apps, protocols, security, analytics and
device management

» Expertise in building and deploying practical 10T systems, including:

» Design, implementation and evaluation of energy-efficient wireless
communication protocols

* Blockchain technology for loT

« Security protocols for end-to-end communication and
over-the-air programming

» Biometrics and authentication

* Privacy-enhancing technologies

» Wearable loT technologies for human activity recognition

* Device-free sensing with WiFi

« Batteryless sensing, and

+ |oT for sport analytics

Impact
* Better integration of the physical world with computer-based systems

Capabilities and facilities
« Comprehensive laboratory facilities with state-of-the-art loT devices

Our partners

» Defence Science and Technology (DST)

* NEC

» Google

) . + Tata Consulting Services

Mare information * Institute of Infocomm Research, Singapore
Associate Professor Salil Kanhere » WBS technology (smart buildings with LPWAN)
School of Computer Science and Engineering « Virtual Vehicle Research Centre, EU

» Data 61, CSIRO

T: +61 (0) 2 9385 6927 | E: salil.kanhere@unsw.edu.au



Secure and Private Embedded
Real Time Analytics

Mare information

Professor Aruna Seneviratne
School of Electrical Engineering and Telecommunication

T: +61 (0) 2 9385 5389 | E: a.seneviratne@unsw.edu.au

Robust machine learning algorithms in embedded devices to
obtain novel insights and enable real-time decision making while
ensuring system security and the privacy of users.

Competitive advantage

Fundamental and multidisciplinary expertise in real-time embedded analytics

for Internet of Things (IoT) and networked systems that can provide:

» Novel business, environmental and system insights through seamless
non-invasive monitoring

» Security of networked systems

» Minimal privacy risk for users, and

» Improvements in the overall performance and usability of networked systems

This technology has demonstrated widespread application in:

+ Detection of malicious mobile apps

* Real-time continuous identification of individuals and machines

* Energy efficient sensing of user activities

* Detection of anomalous operation of networks and devices

* \oice biometric systems and countermeasures to spoofing attacks

Impact
* Better security and improved usability of networked systems

Successful applications

+ Automatic inference of user emotion and mental state

+ Creation of a ‘breathprint’ for continuous user identification and
authentication

Capabilities and facilities
« State of the art laboratories equipped with a multitude of sensors,
wearables, and state-of-the-art equipment for signal capture and analysis



Software Defined Networking

for Cyber Intelligence

Mare information

Professor Vijay Sivaraman
School of Electrical Engineering and Telecommunications

T: +61 (0) 2 9385 6577 | E: vijay@unsw.edu.au

Software Defined Networking (SDN) enables improved visibility,
management and control of networks using software decoupled
from switching hardware. Use-cases include analytics of

video traffic in carrier networks and flexible cyber-security for
enterprise networks.

Competitive advantage

Research, development and commercialisation expertise in:

» Improved network telemetry and analysis for fine-grained asset and
threat visibility

» Automation and orchestration of network operations for enhanced security

» Experience in operational deployments and commercial trials of on local
area networks through to carrier scale networks

» End-to-end solutions with full ecosystem integration

« Patent protected technology

Impact

* More reliable and secure communications

+ Detection of intrusions into and exfiltration from Defence Networks

» Network activity monitoring of embedded devices in contained environments
like submarines

» Detection and quarantining of compromised devices in
battlefield environments

Successful applications

» SDN solutions in trials with Optus, Asre Telecom, AmLight and Cenic

« Intellectual property being incorporated into Cisco switches

* Real-time visibility into individual video streams in a Tier-1 carrier network

* Flexible inter-domain inter-connects for research networks in USA

* Real-time health monitoring of complex Internet-of-Things (IoT) environments

Capabilities and facilities
 Large-scale SDN test-bed spanning 10 Australian organisations
* Fully-equipped SDN lab with state-of-the-art hardware and software



Internet of Things Analysis
and Applications

Maore information

School of Computer Science and Engineering
Dr Wen Hu
T:+61 (0) 2 9385 7679 | E: wen.hu@unsw.edu.au

Dr Lina Yao
T: +61 (2) 9385 5665 | E: lina.yao@unsw.edu.au

The Internet of Things (loT) presents enormous opportunities to
improve interaction with our immediate surroundings. Fully realising
this potential requires sophisticated information analysis, with a
focus on data mining and deep learning, human activity recognition,
information filtering, and brain computer interfaces.

Competitive advantage

* Predictive human behaviour modelling—covert human activity recognition
and indoor human movement tracking

+ Brain computer interface—deep learning for decoding brain activities and
enabling device control via brain signals

« Large-scale (1000+ sensors), long-term industry system deployment
experience in a variety of environments such as buildings, rainforest, farms
and lakes

Impact
» Improved automation and better support in a complex environment
 Breakthrough technology outcomes realised through sensor processing,
including advances in biometric (face, gait) recognition and
wearable systems

Successful applications

» Deep learning for fault detection and localisation in distributed systems,
CERA Project

» Opinion fraud detection

 Thing-of-interest recommendation in the Internet of Things

» Human abnormal activity detection

» Smart buildings and environments

» User-friendly authentication for wearable devices, Australia Centre
for Cybersecurity

+ Battery-free wearable systems

Capabilities and facilities
* LPWAN test-bed in an industrial building
» GPU-accelerated loT data analytical platform



Wireless Communications Lab

L —
W W W

Mare information

Professor Jinhong Yuan
School of Electrical Engineering and Telecommunications

T: +61 (0) 2 9385 4244 | E: j.yuan@unsw.edu.au

Wireless Communications Lab (WCL) conducts innovative and
cutting-edge research in wireless communications; specialising
in ultra-reliable M2M and loT communication technologies for 5G
and industrial applications.

Competitive advantage

 Extensive experience in research, design and development of ultra-reliable,
dense multi-user communication systems, M2M communication transceiver
technologies and communication protocols

» Extensive research collaboration experience with leading telecoms
companies and organisations

Impact
» Faster and more reliable wireless communications

Successful applications

» Massive multiple-input, multiple-output technique for 5G wireless networks

» Massive connectivity and low latency machine-to-machine communications
for 5G

» Enhanced decoding algorithms for 5G LDPC codes

« Efficient and sustainable wireless-powered communication networks

» Design and analysis of delayed bit interleaved coded modulation

« Efficient cross-layer coding techniques for wireless networks

Capabilities and facilities

» Wireless communication system design and test facilities—microwave
chamber, spectrum analysers, vector signal generators, FPGA development
platforms and software-defined radio platforms

» High performance computing clusters for ultra-reliable system error
performance evaluation



Quadseal
Hardware Attack Mitigation

Mare information

Professor Sri Parameswaran
School of Computer Science and Engineering

T: +61 (0) 2 9385 7223 | E: sri.parameswaran@unsw.edu.au

Quadseal is a mitigation technique to stop attackers from obtaining
secret keys from block ciphers. Where a conventional encrypting
device is accessible it is possible to obtain the secret key in less
than 10 minutes. With Quadseal the attacker is stymied, making
communications channels and other protected items far safer.

Competitive advantage

« First known countermeasure that can thwart both power and fault attacks

» Smallest power area product among all available technologies

* Embedded Systems Laboratory has over 20 years’ experience in
hardware—software co-design, security and design automation

Impact
* Enhanced communications security

Successful applications

» Our work in pipelined processing systems has been used extensively by
Canon Inc.

* Optimised systems used within multiple other commercial environments

Capabilities and facilities

« Side channel analysis equipment for measuring power and
electromagnetic radiation

* SASEBO FPGA-based boards to create circuits that can be tested

» Custom made processor boards for testing of software countermeasures

Our partners

» Canon Information Systems Research Australia
» Seeing Machines Inc.

» Defence Science and Technology (DST)



Terahertz Radiation
-

Mare information

Dr Shaghik Atakaramians
UNSW THz Photonics Group, School of Electrical Engineering
and Telecommunications

T: +61 (0) 2 9385 0916 | E: s.atakaramians@unsw.edu.au

Terahertz (THz) radiation has strong penetrability and high
bandwidth, which makes it ideal as the key technology for the
next generation of non-intrusive imaging scanners and ultra-high
bandwidth wireless communications beyond 100 GHz.

Competitive advantage

« Suitable for high-resolution and non-invasive imaging

» Developing an integrated physical planar platform for ultra-high bandwidth
short-range THz communications (terrestrial and space including WiFi,
vehicular and health monitoring systems)

« Utilising advances in photonics to improve the overall system performance in
terms of cost, size, bandwidth and coupling losses

Impact
» Offers an enormous unlicensed bandwidth for high-speed wireless
communications with a wide range of applications such as:

* Whisper radio communications over high-attenuation bands, for example,

battlefield sensors and on-body health monitors
» Long distance communications over low-attenuation bands for example
cellular, vehicular radar and space communication

Successful applications

« First THz flexible and single-mode waveguide with metamaterial cladding

« Planar high bandwidth photonic crystal waveguide-based devices

» Hybrid metal-dielectric meta-devices for ultra-sensitive sensing and
beam forming

» THz polarization-maintaining filters for imaging, sensing, and
wireless communication

« Anti-stealth THz ultra-wideband radar

Capabilities and facilities

» THz Time Domain Spectroscopy system with imaging facilities

» Numerical modelling software such as Computer Simulation Technology
(CST) microwave studio and in-house developed analytical codes

» Access to Australian National Fabrication Facility (ANFF) for
fabrication of devices

Our partners
» Protemics GmbH



Exploring emerging challenges across a broad range of issues
arising from the intersection of law and technology. The emphasis is
not on technology as such, but rather on the regulation of the social
space created by computing networks - ‘cyberspace’

Competitive advantage
Expertise in:
» Regulation of malware and cybercrime
» Online content regulation
» Hacktivism
« Cloud computing
* Legal jurisdiction in virtual worlds
gl g 'T;.#' - « Intellectual property in digital artefacts
dl:;r:- :_l.ﬂ-ﬂ-'l:llff" A * Privacy and personal information security
1 » Online financial transactions and investment services, e-commerce,
e-government
» Authentication and encryption
* Internet governance
* Legal issues arising from threats to networked security
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Understanding the legal and policy issues arising from digital transactions in
online and networked environments assists in policy development in relation to
cybersecurity.

e : Submissions to various government agencies, including

background b i - « Office of the Australian Information Commissioner on Big Data

R h < J swalsd] « Office of the Australian Information Commissioner mandatory data breach
notification inquiry

» Consultation on proposals for reform of Copyright Act, including the viability
of Orphan Works under a ‘Fair Use’ exception

* Parliamentary Joint Committee metadata retention and s 313
Telecommunications Act inquiries

« Australian Law Reform Commission Serious invasions of privacy in the
digital era

Mare information

David Vaile, Executive Director
Cyberspace Law and Policy Centre

T: +61 (0) 2 9385 3589 | E: d.vaile@unsw.edu.au
20



Quantum Sensing with
Silicon Chips

Mare information

Scientia Professor Andrea Morello
Fundamental Quantum Technologies Laboratory

T: +61 (0) 2 9385 4972 | E: a.morello@unsw.edu.au

Exploiting the inherent fragility of quantum systems to develop
advanced sensors for weak electric and magnetic fields.

Competitive advantage

« First in the world to demonstrate a quantum bit in silicon, using the spin of a
single atom, introduced in the chip via an industry-standard technology

» Record-holder for quantum memory time, which translates into a record
sensitivity to perturbing electromagnetic fields

* International collaboration to develop novel methods for extracting the
maximum information on the environment of the atom

» Extension of world-leading silicon-based quantum computer
technology to demonstrate quantum sensors integrated within a silicon
nanoelectronic device

Impact

» Substantial improvements in the sensitivity of sensors for defence systems

» Quantum sensors within silicon chips to facilitate integration with other
functionalities

Capabilities and facilities

» Leading silicon nanofabrication facilities via the UNSW node of Australian
National Fabrication Facility (ANFF) and unmatched in-house expertise

« Extensive platforms for quantum measurements in ultra-low temperature,
high-frequency, low-noise environment

« International network of collaborators with access to state-of-the-art
theoretical and computational facilities.

21



based Artificial Intelligence (Al), such as intrusion detection,
anomaly detection, adversarial machine learning and cyber
threat intelligence, to automatically detect, respond to, and
prevent advanced persistent threats from causing potentially
catastrophic disruption.

Intelligent Security

“ ! i Focused on developing intelligent cybersecurity applications
L1
#

Competitive advantage

» Development of cyber threat intelligence and detection models including
intrusion-detection privacy-preserving and digital forensics, using statistics,
machine and deep learning algorithms

» Development of automated risk assessment, and penetration testing
methods using Al planning and deep learning algorithms

« Design of new testbed architectures for Industry 4.0 networks including
I1oT, cloud and fog systems.

« Ability to develop automated cybersecurity applications using artificial
intelligence methods that have the capability to be deployed at large-scale
and real-time networks.

Impact

 Analysis of how Al could develop automated cyber applications, for the
CSCRC, Australian Federal Police (AFP), Australian Army, and ARDC.

* Threat intelligence and detection models for identifying and preventing cyber
threats and reducing financial losses that could damage critical infrastructure

Successful applications
« Evaluating network intrusion detection-based deep learning and graph models
* A collaborative host-network anomaly detection framework for the
Internet of Things
» An intelligent wargaming web service-based machine learning to understand
human influences and behaviours

Capabilities and facilities
» Cyber Range Labs * loT Lab
« Digital Forensics Lab

Maore information Our partners
Dr Nour Moustafa « Australian Federal Police (AFP) « Oracle
School of Engineering and Information Technology » The Commonwealth Scientific and * Australian Research Data
Industrial Research Organisation Commons (ARDC)
T: +61 (0) 416 817 811 | E: nourmoustafa@unsw.edu.au (CSIRO) Data61 « Cyber Centre for Security and
22 » Cyber Security CRC Analytics at UTSA USA

« Australian Army



Cyber Research,
Education and Training

Mare information

Dianne Ferguson
Centre Manager, UNSW Canberra Cyber

T: +61 (0) 2 6268 8350 | E: d.ferguson@unsw.edu.au

Focused on conducting research and actively contributing to the
national defence strategy by educating and training front-line cyber
defenders, as well as raising cyber awareness within government
departments and corporations, to combat an increasing and
persistent threat to global security.

Competitive advantage

» Design and development of user-centred and value-sensitive security and
defence technologies

* Proactive and adversarial approaches to protecting computer systems,
networks and individuals from attacks

» Experience in the evaluation and design of secure and resilient data
acquisition and control systems for critical infrastructure

 Expertise in developing security and resilience for complex networks
and systems

+ Analysis of international and national security policy, strategy and diplomacy
in response to the cyber age

» Developing novel artificial intelligence techniques for automatically
discovering and preventing advanced cyber-attacks

Impact
» Enabling the next generation of defence leaders and influencing thinking in
the cyber domain

Successful applications

» Enhanced defence capability in cyber security through the delivery of
postgraduate and tailored courses delivered by leading industry professionals
in collaboration with academic staff. Courses include: strategy, policy and
management through to operational, tradecraft and digital forensics

» More research focus in successful applications

Capabilities and facilities

« Five cyber laboratories including virtualised solutions, peripheral software
packages, and specialised hardware

+ Supervisory Control and Data Acquisition (SCADA) table

« Digital forensics laboratory

Our key partners

« Australian Army

* Information Warfare Division

« Strategic Policy and Intelligence Group

+ Capability Acquisition and Sustainment Group
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A recognised world leader in the formal verification of systems
software and developer of the first operating-system kernel with

TrUStWO rth l_—l S gSte ms an implementation correctness proof.

Competitive advantage
» Unique capability in the design, implementation and formal verification of
security-critical software systems

Impact
Truly trustworthy (unhackable) software systems with provable
security properties

Successful applications

» Cyber-retrofit of Boeing autonomous helicopter (ULB) under the DARPA
HACMS program

» Secure communication device (AltaCrypt) built by Australian company
Penten and deployed in multiple defence forces

* German company HENSOLDT Cyber developing secure solutions based
on seL4

Capabilities and facilities
Verification of real-world software systems

Our partners

- DARPA

» Boeing

» Rockwell Aerospace
*« HENSOLDT Cyber

Mare information

Scientia Professor Gernot Heiser
School of Computer Science Engineering

T: +61 2 9490 5850 | E: gernot@unsw.edu.au
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Complex Systems Security
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Mare information

Associate Professor Frank den Hartog
UNSW Canberra Cyber

T: +61 (0) 2 6268 8816 | E: frank.den.hartog@unsw.edu.au

Delivering a better understanding of the security of future
networks and platforms; these networks include the Internet
of Things, Industry 4.0, Industrial Control Systems that run
Australia’s critical infrastructure, and resilience of social
networks against coercion and soft influence.

Competitive advantage

» Expertise in next-generation networks, critical infrastructure security, cyber-
resilience and simulation

» World class experimentation development platforms and lab facilities

« Strong industry links to develop usable outcomes

Impact

» Development of new processes and techniques to discover vulnerabilities in
large scale systems

» A holistic perspective on network development and security analysis

* Increasing resiliency of future networks against cyber threat

* Running wargames and scenario-based learning opportunities to
understand future threats

» Cyber influence and security simulation platforms for decision support and
situational awareness

Successful applications

» Social Media Dataset Generation, Australian Army

+ An Intelligent Risk Evaluation Tool for Safeguarding IoT Smart Airports, Cyber
Cooperative Research Centre (Cyber CRC)

» Cyber Supply Chain Mission Assurance, Australian Army

» Cyber Impact Analysis Towards Mission Assurance, Defence Science and
Technology

» Secure Software Defined Networking for Multi-Bearer Time-Sensitive
Distributed Systems, Defence Science and Technology

Capabilities and facilities

* UNSW Canberra Cyber Range

« Future-facing Internet-of-Things (IoT) Security Laboratory, incorporating
realistic Supervisory Control and Data Acquisition (SCADA) and Industrial
Control System (ICS) platforms

Our partners
* Information Warfare Division » The Netherlands Organisation (TNO)
» Defence Science and * Domos

Technology Group
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Expanded Perception and
Interaction Centre (EPICentre)

Mare information

Associate Professor Tomasz Bednarz
Director EPICentre
UNSW Art & Design

T: +61 (0) 459 855 376 | E: t.bednarz@unsw.edu.au

Pioneering high-performance visualisation facility forging new
ground in integrated artistic, design-led and scientific thinking,
facilitating understanding of complex datasets through ultra-
scale imagery, hybrid analytics.

Competitive advantage

» High-End Visualisation System (HEVS) removes barriers of entry for
deploying visualisation applications to any platform

» The most influential computer graphics and high-performance visualisation
lab in Australia

* Hosts the highest resolution Virtual Reality (VR) system in the world with
integrated computational platforms

Impact

Promotes cross connection of visualisation with applied computational
simulations, artificial intelligence (Al), and creativity in arts, science, design,
engineering, medicine and education.

Successful applications

» Massive Networks and Al: visualisation and analytics of very large-scale
graphs in immersive environments

* Better Simulation Models and Visualisation for the Joint Domain: visual
dashboards of multi-agent simulations for informed warfighting decision
making

» Simulation and Visualisation Using Data Farming for Joint Operating Concept
Analysis: visualisation grammar and storytelling for improved decision
making, Al for JFORCE end-run simulations analysis

Capabilities and resources
» EPICylinder: 340-degree cylindrical screen, ~120 million pixels in 3D
* Domelab: 6.4m Hemispherical Full-Dome 4K
* XR-Lab and CG-Lab: wide range of VR/AR/XR systems, motion tracking system
* Interactive 3x3 MultiTaction iwall
« Al-driven Visual Analytics, with creative and design-led approach,
Digital Twins

Our partners
» Defence Science and Technology » National Measurement Institute

« Commonwealth Scientific and + National Institute of Standards and
Industrial Research Organisation Technology
(Data61, CSIRO Astronomy and « Association for Computing
Space Science) Machinery (SIGGRAPH)

» Children’'s Cancer Institute * Khronos Group
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Hypersonic Aerodynamics

Mare information

Professor Andrew Neely
School of Engineering and Information Technology

T: +61 (0) 2 6268 8251 | E: a.neely@unsw.edu.au

Reducing the risk of high-speed flight testing and development
through the application of scaled, dynamic free-flight testing in
wind tunnels.

Competitive advantage

« Pioneering the use of highly-instrumented, low-inertia, dynamically-scaled,
rapidly-prototyped, models with on-board instrumentation for free-flight
testing in hypersonic conditions in ground-based test facilities

* Measurement of the aerodynamic derivatives of a design across a range
of attitudes in a single experimental run using a unique combination of
on-board instrumentation, including miniature inertial measurement units,
in tandem with high-speed video tracking. This technique offers the unique
ability to quickly validate numerically-derived aerodynamic databases using
a small number of wind tunnel experiments

« Ability to investigate high-speed separations including multi-stage separation
and stores release and to quantify the associated multi-body aerodynamics

Impact

» Tunnel-based, free-flight testing helps to reduce the requirement and risks
associated with expensive flight testing of high-speed vehicle designs and
configurations. Tunnel-based free-flight testing allows for assessing the
accuracy of numerical designs and identifying unforeseen issues using
ground-based test facilities. Changes to geometric design, mass distribution
and separation approach can be rapidly assessed

Successful applications

* Free-flight technology has been successfully applied to a number of
hypersonic vehicles and test flight programs to validate aerodynamic
databases and to investigate separation dynamics, including the Defence
Science and Technology (DST)/AFRL HIFIRE program and ESAs HEXAFLY-
International program. Initial vehicle designs have also been tested for
Reaction Engines Limited (Skylon) and UQ (SPARTAN)

Capabilities and facilities

« Ability to design models and experiments
« Fabricate bespoke on-board electronics

» High-speed wind tunnels including T-ADFA

Our partners
» TUSQ at USQ « HDT at the University of Oxford



Hypersonic Control

Mare information

Professor Andrew Neely
School of Engineering and Information Technology

T: +61 (0) 2 6268 8251 | E: a.neely@unsw.edu.au

Testing and analysing the performance of control methods and
algorithms in flow conditions that are representative of
hypersonic flight.

Competitive advantage

» Technologies developed are used to test robust control algorithms on
representative configurations in hypersonic flows

« Test technologies cover both “algorithm-in-the-loop” testing in wind tunnels
as well as “software-in-the-loop” testing via numerical simulation

» Technologies can be applied to evaluate novel actuation methods such as
fluidic control and fluidic thrust vectoring

Impact

« Test methodologies enable a steady progression through Technology
Readiness Levels of both control algorithms and control actuation
approaches by testing them dynamically in flow conditions representative of
hypersonic flight

Successful applications

» Development of technologies to test both control methodologies and control
actuation approaches; supported by the U.S. Air Force Office of Scientific
Research and BAE Systems

Capabilities and facilities

» High-speed wind tunnels including T-ADFA and the Supersonic Nozzle
Test Facility

* Partner facilities at USQ and HDT at the University of Oxford

» Commercial and in-house numerical codes are utilised to predict the
transient performance of control approaches and to optimise their design
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Developing, validating and testing structural designs, components
and materials to operate in the extremes of hypersonic flight.

Hypersonic Vehicle Structures

Competitive advantage

» Unique in-house expertise in the design and testing of aerostructures
to withstand the extreme conditions experienced by a vehicle during
hypersonic flight

« Expertise extends to both the development of numerical tools as well as
the experimental methods to predict and measure the performance of
structures, sub-components and materials exposed to hypersonic
flight conditions

* Measurement and test technologies cover both ground-based
measurements and in-flight measurements

Impact

+ Test and prediction technologies enable the increase in TRL of structural
designs, sub-components and high temperature materials by exposing them
dynamically to the thermal-structural conditions representative of hypersonic
flight. This leads to the optimisation of vehicle designs and reduction in the
requirement for expensive flight testing

Successful applications

» Expertise and technology has been successfully applied to the design and
evaluation of aerostructures and subcomponents for the HyCAUSE (DARPA/
AFRL/Defence Science and Technology (DST)), SCRAMSPACE (UQ-led
consortium) vehicles and the onboard measurement of thermal-structural
performance in-flight under the HIFIRE (DST/AFRL) and HEXAFLY-INT (ESA-
led consortium) hypersonic test flight programs

Capabilities and facilities
» Experimental facilities and diagnostics to test the structural performance
of materials and components under flight-representative temperatures and
thermal gradients
. . » The ability to combine thermal loads with representative aerodynamic loads
More information in supersonic and hypersonic wind tunnels
Professor Andrew Neely » Deployment of diagnostic technologies onboard hypersonic flight-test
School of Engineering and Information Technology vehicles for real-time measurements

T: +61 (0) 2 6268 8251 | E: a.neely@unsw.edu.au
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Hypersonic Inlet Sensor

Mare information

Associate Professor Sean O’Byrne
School of Engineering and Information Technology

T: +61 (0) 2 6268 8353 | E: s.obyrne@unsw.edu.au

High-speed Mach number and angle of attack sensor for
hypersonic vehicles.

Competitive advantage

« Specifically designed for sensing applications in hypersonic flight

» The device is capable of measuring temperature, Mach number, speed and
angle of attack for hypersonic vehicles

« Spin-off technology has been patented as an air-speed sensor for
subsonic vehicles

» More stealthy and faster response rate than pitot tubes, and able to be used
from subsonic to hypersonic flight domains

» Not as susceptible to icing as standard pitot tubes

Impact
» Enhanced control of hypersonic vehicles
» Replacement for pitot tubes in subsonic aircraft and large UAVs

Successful applications

Flight test associated with the Australian Space Research Program

“Scramspace”

* Measured under 20 g acceleration conditions in flight

« Subject to obtaining an export licence, a proposed flight test with the Korean
Aerospace Research Organisation KAIST

» Funding from the US Air Force

Capabilities and facilities
* In-house development of all optics, electronics and
communications technologies
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Hypersonic Flowfield
Measurements

Mare information

Associate Professor Sean O’Byrne
School of Engineering and Information Technology

T: +61 (0) 2 6268 8353 | E: s.obyrne@unsw.edu.au

World leading laser flow diagnostics.

Competitive advantage

» Unique combination of state-of-the-art shock tunnel for generating
hypersonic flows and laser-based diagnostics for making precision
measurements in those flows

» Wide range of laser-based measurement technologies, including
laser-induced fluorescence diode laser absorption spectroscopy and
resonantly-enhanced shearing interferometry

Impact

» Design of more efficient hypersonic vehicles

» Improved understanding of aerothermodynamic heating and drag
characteristics of hypersonic vehicles

« Testing validity of computational models

Successful applications

* Produced the world’s first two-dimensional velocity maps in hypersonic
separated flows

» Density measurements 100 times more sensitive than existing technologies

« Fastest scanning temperature measurement technology currently in
existence (1.6 million temperature measurements per second)

* International collaboration in comparison of state-of-the-art
computational methods

» Multiple funding streams including US Air Force programs

Capabilities and facilities

» T-ADFA free-piston shock tunnel

* YAG-pumped dye laser system

« Diode laser absorption spectroscopy system
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The UNSW Medicine Biodefence Collaboration is between

the Kirby Institute and the UNSW School of Public Health and
Community Medicine; bringing together chief investigators in
Epidemic Response and complementary capabilities in public health
interventions and acute response to biological threats.

Competitive advantage

« Joint capabilities from three of the world’s leading universities; UNSW,
Arizona State University and King College London

» Cross-disciplinary approaches to threat detection

Impact
* Enhanced biodefence

Successful applications

* NHMRC Centre for Research Excellence, Integrated Systems for Epidemic
Response (ISER)

« Identifying risk factors of a human-to-human transmissible form of highly
pathogenic avian influenza H5N1, UNSW PIluS Alliance

* AIAA pandemic risk assessment

» Defence Science and Technology, Chimera evolution

Biodefence Collaboration
!
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Capabilities and facilities

* NHMRC CRE ISER

* UNSW School of Public Health and Community Medicine
« the Kirby Institute

* Global Security PLuUS partners

Our partners

* Emergent Biosolutions
* 3M

» Bavarian Nordic

« Siga Technologies

1 " * Leidos
Maore information -+ Sanofi
Professor Raina Macintyre * Seqirus

Kirby Institute
School of Public Health and Community Medicine

T: +61 (0) 2 9385 7283 | E: rmacintyre@unsw.edu.au
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Human Decision Science
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Mare information

Associate Professor Dani Navarro
School of Psychology

T: +61 (0) 2 9385 3526 | E: d.navarro@unsw.edu.au

Understanding human systems is essential to achieving
defence goals.

Competitive advantage

UNSW is the top ranked psychology school in Australia, with proven experience
in human decision processes, computational modelling and the empirical study
of human learning, emotion and cognition.

Expertise in understanding human decision making, including:

« Learning what information a human operator needs and when it is needed

« Study of memory, navigation and functioning in high stress environments

» Understanding how decision makers rely on multiple information sources

» Understanding how bias or decision failures arise in human decisions

+» Developing computational models to predict human operator performance

» Developing psychologically principled ‘wisdom of crowds’ models to
aggregate expert decisions, and

» Understanding how human decision makers manage the trade-off between
speed and accuracy

« Expertise in collecting and analysing large, complex behavioural data sets

+ Bayesian statistical models for human learning and decision making,
compatible with probabilistic approaches to machine learning

Impact
* Better decision making

Successful applications

* Learning and choosing in a complex world; developing computational models
of how people make choices in dynamic environment

+ Unifying decisions from experience and description; identifying the difference
between decision making from real experience and decision making
from descriptions

» Novel statistical tools for analysing behavioural data

Capabilities and facilities

« State-of-the-art eye tracking, EEG, and other physiological
measurement facilities

» Behavioural research using immersive VR

35



36

Mare information

Professor Joe Dong
School of Electrical Engineering and Telecommunications

T: +61 (0) 2 9385 4477 | E: joe.dong@unsw.edu.au

A lightweight, self-cooling vest for operation in hot
environments. It does not require external power and can
operate indefinitely.

Competitive advantage

« Current self-cooling vests are heavy, expensive and either require a substantial
power source or must be refrozen, limiting their useful operating time

» Our system is lightweight and cost-effective. It uses no power source and can
operate indefinitely

» The system is based on a thermosiphon process. It uses a low boiling point
phase change material (LBPCM) with a refrigeration cycle and circulation
of helium

Impact
* Reduced heat stress in military personnel
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Nuclear Engineering
and Materials

Mare information

Dr Edward Obbard
School of Mechanical and Manufacturing Engineering

T: +61 (0) 2 9385 7625 | E: e.obbard@unsw.edu.au

Specialists in nuclear engineering and nuclear materials
and their application to protection against nuclear and
radiological threats.

Competitive advantage

As Australia’s leading research group in nuclear engineering, we offer vital
expertise to government and industry sectors, including:

+ Radiation-hard materials

+ Radiation safety response

» Radiation impact modelling

« Uranium metallurgy and uranium chemistry

« Virtual reality, human-machine interfaces and remote handling

Impact
» Safer materials and systems for protection against radiation threats

Successful applications

» The highest possible melting-point refractory high-entropy alloy (CrMoVW),
containing chromium for oxidation protection

« Tungsten-vanadium carbide alloys for hard facing, Broco/Rankin Vanotung™

* Nuclear engineering of components and systems in the OPAL reactor

Capabilities and facilities

* UNSW radioactive material research facilities

« Discretionary access to Australian nuclear infrastructure

» Experience in accessing international facilities, with demonstrated outcomes

Our partners

» Westinghouse Electric
« ANSTO

* Broco/Rankin
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Special Operations Employment
in Current and Emerging
Conflict Environments

I

Mare information

Associate Professor Deane-Peter Baker
School of Humanities and Social Sciences

T: +61 (0) 2 6268 8910 | E: d.baker@unsw.edu.au

The School of Humanities and Social Sciences at UNSW Canberra
provides expertise in policy, strategic and operational outlook for
the employment of special operations forces in the current and
emerging conflict environment.

Competitive advantage

Expertise in:

» The policy environment and challenges for the employment of special
operations forces in operations less than war

* The ethics and leadership of special operations

» Emerging technologies and their impact on special operations

» Counter-network operations

Impact
» Improved policy, strategy and operational deployment of special
operations forces

Successful applications

« Panellist to the International Panel on the Regulation of
Autonomous Weapons

» Consultants to the Australian Army Special Operations Training and
Education Centre

» Research input to the Official History of Australian Operations in East Timor,
Irag and Afghanistan



Military and Security Ethics

Mare information

Associate Professor Deane-Peter Baker
School of Humanities and Social Sciences

T: +61 (0) 2 6268 8910 | E: d.baker@unsw.edu.au

The School of Humanities and Social Sciences at UNSW
Canberra can provide philosophically rigorous research on the
ethical dimensions of conflict, operations and security policy.

Competitive advantage

» Education and research in military ethics with operational and
strategic applications

 The ethical dimensions of international security policy, cooperation
and governance

» The law and ethics of armed conflict across multiple platforms, conflict types
and operational contexts

* The ethics of new military technologies, irregular warfare and specialised
combatants such as special forces, private contractors and more, and

» Moral philosophy and ethics—the just war tradition in contemporary times

Impact
* Better ethical decision making

Successful applications

Deane-Peter Baker created the first massive online open course in military
ethics and is a member of the International Panel on the Regulation of
Autonomous Weapons.
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Oculog: Remote Eye Tracking

Maore information

Dr Juno Kim
School of Optometry and Vision Science

T: +61 (0) 2 9385 7474 | E: juno.kim@unsw.edu.au

Oculog is an innovative new remote eye tracking tool that tracks
pupil and corneal reflection in a controlled lighting environment
to estimate gaze position relative to a stationary or mobile
camera. It can potentially be used to track eye movements of
many people across a variety of real-world environments. Data
can then be auto-aggregated to yield population gaze metrics.

Competitive advantage

» Can track eye movements in real-time from potentially multiple people

« Estimates each individual's gaze pattern relative to either stationary or
mobile visual targets

» No point-of-regard calibration required per observer

» No need to wear head-gear that will interfere with observer performance

« Cost-effective solution for a variety of eye-tracking applications

Impact
 Improved biologically-based interfaces for a range of defence applications
» Enhanced security

Successful applications
+ Patents with Canon Information Systems Research Australia
» Multiple competitive research grants

Capabilities and facilities

« Eye-tracking hardware and custom software

» 3D animation and modelling for real-time rendering and simulation

« Virtual reality hardware and customisable software for rapid deployment in a
variety of research and development scenarios

» Psychophysical resource suites for acquiring perceptual data to assess
human perceptual performance in tailored applications

» Computational modelling methods to predict perception/performance



Using sensors, data analysis and extensive clinical expertise,
human performance can be remotely monitored in real-life
stressful environments and interventions suggested to improve
performance outcomes.

Remote Assessment of
Functional Activities

Competitive advantage

» Access to a team of clinical experts and engineers

* Ability to interpret sensor data in the context of improving
human performance

« Clinical-based interventions

* Remote or rural clinical assessment and support

Impact
» Enhanced human performance through assessment and intervention

Successful applications
Through the Rehabilitation Glove Project at The Quadriplegic Hand Research
Unit, Royal North Shore Hospital a wearable device known as Exoflex was
developed to provide applied finger joint movement to 15 joints of the hand.
» The device provides therapeutic movement, hand assessment and light
functional pinch for people recovering from trauma, surgery or burns, and
people with permanent paralysis such as those with spinal cord injury.
« Technology is secured by international patents and licensed to
BES Rehab, UK
* Successfully commercialised and used internationally
* Multi-award winning

Capabilities and facilities

* Movement control and evaluation especially as the result of intervention
* VR and 3-D analysis

» Detection and interpretation of biomechanical and bioelectric signals

» Rehabilitation Medicine Specialist

 Paediatric Medicine Specialist

Our partners

» Sydney Children’s Hospital, Rehab2Kids

Dr Timothy RD Scott * Royal North Shore Hospital, Hand and Peripheral Nerve Surgery Department
Graduate School of Biomedical Engineering

Mare information

T: +61 (0) 2 9382 0178 | E: timothy.scott@unsw.edu.au
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Genomics Research
and Analytics

Maore information

Professor Marc Wilkins
Ramaciotti Centre for Genomics

T: +61 (0) 2 9385 3633 | E: m.wilkins@unsw.edu.au

The Ramaciotti Centre for Genomics is the largest genomics
facility at any Australian University. It is comprehensively
equipped with the latest next-generation sequencing (NGS)
technology, with single-cell genomics platforms and with high
throughput microarray systems. It is funded by the Australian
Government as infrastructure of national significance.

Competitive advantage

» Genomics facility with 20 years’ operational experience in virtually all areas
of genomics

 Highly experienced technical staff and facilities capable of annually
processing more than 50,000 samples by NGS and other technologies

Successful applications

* Human genome sequencing, exome sequencing and genotyping

» Rapid genome sequencing and assembly of viral, microbial and
fungal pathogens

» Microbiome analysis of samples from humans, soil and water by 16S rRNA
or metagenomics

« Short-read and long-read sequencing

» Analysis of gene expression by next-generation sequencing or microarray

« Potential to analyse bioterrorism or biosecurity agents

Capabilities and facilities
» Capacity for end to end projects, including bioinformatics
» Custom-built labs in a new $180M biosciences building

Our partners

* CSIRO

* NSW Department of Primary Industries (DPI)
» The Australian Wine Research Institute (AWRI)
» Garvan Institute of Medical Research



Combining perspectives from strategic studies and social science
research to bring expertise to the military, diplomatic and national
security policies for cyber space.

Cyber War and Peace

Competitive advantage
» Unique offerings on national security policy and cyberspace strategy
» Ground-breaking research and education on China cyber, military cyber
strategies, complex cyber emergencies, and human capital for security
in cyberspace
* High-value international networks in leading research centres outside Australia
« Expertise recognised by high-profile military and civilian leaders

Impact

+ Contributing to defence policy at a time when Australia is moving rapidly to
set up new cyber forces and wide-ranging civil-sector security measures

« Participation in policy development work with governments and the
private sector

Successful applications

« Participation in national and international consultations led by government
* Innovative research projects that influence policy deliberations

« International research workshops in partnership with government

» Knowledge transfer through professional education

Capabilities and facilities

» Advanced research capability in military cyber policy, international security and
diplomatic aspects of cyberspace, international cyber law of armed conflict,
policy for critical infrastructure protection, education policy and workforce issues
for cyber security, social media impacts on international security, technologies of
decision-making for defence, human rights and cyberspace

* Professional education and postgraduate education in these fields

Our partners (past and present)
» Department of Prime Minister and Cabinet
. " « Australian Defence Force
Mare information » Defence Science and Technology Group
Dr Keith Joiner » U.S. Army Cyber Institute
UNSW Canberra Cyber * NATO Cooperative Cyber Defence Centre of Excellence

* Royal Military College Canada
T: +61 (0)2 6268 8168 | E: k.joiner@adfa.edu.au
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Competitive advantage
« First-in-class DNA electro-transfer technology for targeted DNA payload
delivery to a broad range of tissue targets. It is:
» Safe (naked DNA)
* Regulatory permissive (non-viral)
» Not limited by gene s